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Aimsz

-TO raise Hw Prople OJI onl'me SCLJ.'GITH o,mongst PO,I“GI"LITS ancl

carers

-To highlighf Potenha, safeguarc[ing lssues

-To Provicle Prachcal :iPs, suPPort and advice



“he rise of Hw intemeH

The internet Provides a wealth of oPPortunihes for all.

We cover internel safetg within school for an enlire ha,f lerm

fOI” O,” cmcl ensure HWOIT ilf FCF[GCITS our current neecls/ac,vances

in technolog y.



The rise of Hw 'mferneH
The infernet Provides a wealH’» of oPPorLuniHes for O,H.
However, we must ensure that our children are safe whilst accessing 13

In contrast to a decade ago when childhood obesitg was the leo,cl'mg health issue
[or children, it is now men?al heo,le, overuse of social media and excessive screen

ime.
Our Red Hill survey indicated thal:

450/0 OJ.‘ chi,dren are o,ccessing social media

56% Of children had | — 2 hours Of screen lime a clo,y
[/% had 2-3+ hours



Current threals with the inlernet
Rise of Al and J:iuer'mg. Children's self esteem is being impacted bﬂ whal H’leﬁ

see online.

-Misinjtormahon (fal«e news)

-Online bu“gfng. Children are having access ko Whatsapp and messaging services

which leads to online bu“ging, messages, groups which exclude children.

-InaPProPriate material is easy lo access (Nalional survey indicates that 27%

seen POFHOSFOP'@H blj 096 ” ancl |OO/O blj 086 C“)
—Gaming O”OWS instant ACCESS ITO OngOdH,

OI’IHW"IGI‘G.




Online pormat

Imagine a room with |00 People in il

Twese PGOP[C come from O” WQ”(S OII [ife,

O'l 0965 and ANYONE can be O“OWCd in.

Twere are no rules o,ncl no one Po[ic'mg H1e

skuahon.

Would you ek your child in unaltended?



Red HL” Online Sa}pe@ Curriculum

(Our online so,fetﬂ overview is available on the websile)

Oﬂllnﬂ SG,[E I'H O‘JGI"‘J'IEW

i
Year | Year 2 Year 3
Know who your brusted adulls are People can lock and ack r.l'L”erenHH online and oﬂ:llne Iclenmﬂ can be represen.ked in diﬂ:eranl ways anline
:'n\sl(in.a permission lo do somelhing online Eommunicuhng online with someone you don 't know can Ensure you know the person Eefur{: uccephng inviles
In.furmuhon online may uleel me be ri:;l{&l Itis ok lo chunga your mind
Ask a trusted adull bafcra shuring online RiSH lo say no Cﬂberbuulji.ng can hurt P&opla's Feellngs
InJ:ormahon online can be seen bH anyone You do not have lo agree with everﬂkhlng anline J:acfs Vs
Online Eu“ljing opinions
Password Prulechun It\ﬂﬂ restrictions on gaming

Negul‘iv& imFacls of guming an PhHsi.i:.nL health

YEBF ‘fl-' Yeur 5 Y&ar 6

Seek permission EEJ:Ure uccaphng a l:rieru:l recluesl' SelJ: image and selJ: idenhhj (linked lo J:iLLerinS:] Fillers and Al lo uclupk images selJ: esteem
RGSPGG'FJIUI comments online Insu”ing, spamming and J:laming Online reFu.|:uL'Lc|-n
Think cnreFu”H |JEJ:CIFE Pushng Bu“Hmﬂ online. Bema a bHsl'under.!'uPsfander Diﬂih}l l:aulPr'Ln.L Lnfurmul‘lun online forever
Imugas can be cupled and shared online Online influancars and ‘Ads Screen grabs and shurmg
Some mfurmuhon online is Ful(a, biased or inaccurale Adverts and pop ups Tru“ing, l:llsmng and excluclmg
Bols ﬁrl‘i.fici.nl Inkﬂ”iﬂence (AD) Fake news, l'urae}ad ads or hoaxes
Guming deslgn and creahng screen limils CUPHriHH

HGDIH'LH balance of online and UHline




g Limis Snapchatis

13 \
TikTok [ @]‘ln&tﬂg’lﬂm

Common Sense media
suggests 13+

Consider...

If you set the age to 13 when they
are 9, by the time they are 14, they
will have full access to 18+
material

No age restrictions but
16
- REBLOX




4. What social media does your child have access to?

None
WhatsApp
Tiktok
Snapchat
Instagram

Facebook

Youtube / Youtube shorts

Other




YOUTU'DC S"IOFITS SOFGITB :[I’IFOI"mOITiOD (AN)

Endless Scro”ing — YouTube Shorts uses an algorithm similar o Ti|<T0|<, designed lo |<eeP children wo,lch'mg

JTOI“ hou,rs.

Exposure lo Ino,P ropriate Content - Some conlent migM look child-j:riendlﬂ but include scary or violenk
themes ( If a chir

content)

d accidenlallﬂ walches one ino,ppropriate video, YouTube may |<eep suggeshng similar

Dopamine—driven En agement — The quick bile-sized videos give constant dopo,m'me hits, mal(mg it hard for
children to stop watiing.



HOW CO,I’I HOU I(CGP HOUI’ chi[dren SOFC on YOUTUbC Shorts?

07:57

<{ General

Method |
Reslricked Mode: This J:eo,ture helps fiuer out Potenhaulj malure

Remind me to take a break
Off

Remind me when it's bedtime
content. To enable ik: ot

¢ OPGI’I Hw YouTube OPP or websile. Appearance

* (lick on your Prople Picfure. S
* Selecl ,SeHings, (or 'SeHings' > (eneral on mobile devices).
¢ Toggle on Reslricted Mode .

This seng is device—specij:ic, SO ensure iFs o,chvo,ted on a” devices

Earn badges

Receive badges across all YouTube apps

your child uses including TV Location

Stats for nerds

Default apps

Siri Shortcuts




HOW COH leU I(GCP HOUI” chi[dren SOFC on YOUTUIDC Shorts?

Method 2
Consider YouTube Kids:

FOF gounger chilclren, Hue YOUTU[)C Kids OPP OH:ers a

maore contro”ed environment win:

¢ Age-Appropriale Conlent: Curaled videos suitable
for children.

¢ Parenlal Conlrols: Ophons to set Hme limits, block
specific videos or channels, and monilor view’mg

historﬂ.



HOW can HOU I(CGP l:jOUI" chi[clren SO,fe on YOUTUbC Sl’lOI"ITS.P

08:10

MGH‘LO(J,S 3 o,nd 4 < Playback

uto-play next video

£ YouTube History ©) (@'

HISTORY CONTROLS INTERACTIONS

Turn OI.'JT OULOP[OH ITO Prevenf Zoomioiniisereen

Always zoom so that videos fill the screen in
full-screen

enc”ess scro”'mg Skip forward and back

Keeping your history makes
YouTube more personal

LEARN MORE

Show in-video info cards (&)

Saving your watch history
Allows creator info cards to appear on videos.
This doesn't affect ads that may appear on
videos.

Auto-delete (off)

Google protects your privacy and security
| | . . I Pl b k [ f d Al Manage my activity verification
| |OI’HITOF wewmg hLSITOFH N ayback in feeds ways on :

Choose whether videos play as you browse

YouTube's seHings

Yesterday

# YouTube
Watched Dancing
Through Life
Jonathan Bailey - Topic

08:25 -« Details




5. What gaming platforms does your child have access to?

Offline single player games e.g. Mario Kart
on a card

Fortnite
Roblox
Minecraft
Call of Duty
Fifa

Other




ROHOX Sa;etg Informahon

¢ InaPProPriale Conlent & Predalors — Despite moclero,hon, some games
]:ealure violence, explicit themes, or unsafe interaclions. Predalors may use

chal funchons lo contack children.

¢ Sco,ms 8( In—Go,me PUFC’IOSCS - Children can lOSC moneg on ROHOX

PUFCI‘LOSGS, JfO,H JfOI’ scams in ITO,dGS, or be PFGSSUFGd ianO sPending.

* Addiclion & Screen Time Risks — The endless 9o,meplag loop and social

pressure can lead to excessive screen lime and difficulh:j mo,nag'mg breaks.



ROI:)[OX SO/I.'GITH Informo,hon

CliCI( ITO S€€ d ste'p—bg—stelp

¢ Enab[e Parental COHITO[S — USC ROHOX,S PFiVO«Cﬂ

kutorial on sethng up

sethngs lo restrict chat, block stro,ngers, and J:iuer

inaPProPriate conkent under Seffings > Privacy. lporenfal conlrols on Roblox

¢ Monilor Gameplalj & Friencls List — Regularlg _
check your child's J:riends lisL review their game Introduc::r'nogn::\:eovl\;parental
historlj, and seb screen time limils lo prevenl

overuse.

¢ Sign up with the correct age

Make sure HOU,F C"lild CI'CCLITCS an OCCOUHIT us’mg H‘LC

correcl o,ge. On RO[)[OX, cerla’m SO,J.‘GITH seHings and

Parental COI’IITO[S are enab[ed bﬂ dCJfOU“? JTOI"

children under I3.


https://corp.roblox.com/families
https://corp.roblox.com/families
https://corp.roblox.com/families

Addichve nature cmcl persuasive clesiqn

Social media and gomes are Purposefullg designed lo be

o,cldic;ive.

Social media setbs nohpcahons lo lure you back in.

(tames such as Fortnite, no encl'mg lime.




Online pormat

-”16 most do,nger comes when children aCCEeSS H’le onl'me ChOl«' FOFmO,lf OJI 9ames

including Fortnife, Roblox, Minecro,ff ebc.

Accordin9 lo Nalional Strategic Assessment 2023 The current estimale is thal |.3-
6% of the adulk Populahon pose some degree of sexual threal to children (|0 x the
Drison Pooulahon). Current estimale 680,000 lo 830,000 in UK

There WeEre qOO OI‘FCSITS Per monH1 in 2022




Thmgs lo do

¢ Set mutua”g agreed HFOUHd FU[CS in P[OCC. HOW [0”8 Wi” HOU I’lOVC? DO HOU

give o wo,rn'mg €.9. 5 mins lef:. What is the consequence if don b come Off?

¢ Where |S Phone/device SITOI”GCl ,0 ensure ‘POP UPS, don’t lu,re Hlem bOCI( in?

* Where are devices stored al night? Are Hweg charging downstairs or an

amnestg OI.' remotes ,0 ensure no nighf hme Plaﬂp

* [ime Off devices at least an hour before bed lime to allow the brain to be less

skimulated



APP[G SO,)[.'GITH F@OITUI”CS

Screen Time:

Fealures: Set dailﬂ Hme limits for specipc
apps, scheclule downhme to restricf clevice
usage during certain hours, and view

delailed reports on your child's o,chvitﬂ.

Access: Navigate lo Seh‘ings > Screen [ime

LIMIT USAGE

Downtime
Off

App Limits

Set time limits for apps

Always Allowed

Choose apps to allow at all times

Screen Distance
Reduce eye strain




APP[C SO)[.'GIT\LJ Feoiures

Apple Provides a suile of Parental conkrol J:eo,tures lo help
Parents manage Hleir children's device usage o,nd ensure

0 safer digital exPerience:

RESTRICTIONS

Conlent & PrivacH Reslkriclions: Content & Privacy Restrictions
Manage content, apps
¢ Access: Win'm Screen Time, selecf Comtem[ & and settings

P rivacy Res[ricfions.




APP[C SO)[.'GIT\LJ Feoiures

APP[C PFOVidGS a suite Of Parental COﬂlTFO[ JTGCLITUFCS ITO hG[P POFGH'IS manage

H»eir cnildren's device usage o,nd ensure a safer cligito,l exPerience:
Familg Sharing

Fami13 Snaring Provides an o,PProo,ch lo monitoring and managing your

child's Apple device use while maintaining their Privo,cH and independence.

Beneptsz
¢ Mo,no,ge Purchases: Approve or decline app downloads and Purchases.

* Share Subscriphons: Give access fo Apple Music, Apple TV+, and more
withoul snaring your /A\Pple ID.

* | ocale Devices: KeeP brack Of your child's localion using Find MH'

Family Sharing



Parental conlrols Use Parental Controls to Keep Your Child Safe
NSPCC

Set up parental controls on wifi — you can filter inappropriate
phrases and words

Home broadband and WiFi )

Home internet providers can offer parental controls for your family. You can:

¢ use a filter from your internet provider to control the content that you
and your family see. Some providers allow different settings for each
user

& set up any device connected to your home broadband. How you do this
depends on your provider and you'll need to access your home router.
You can ask your internet provider for help setting this up. Remember
that this only affects your child accessing the internet through the WiFi —
if they are using 4G or 5G etc to connect you need to check the settings
on their mobile device too (see below).


https://www.nspcc.org.uk/keeping-children-safe/online-safety/parental-controls/
https://www.nspcc.org.uk/keeping-children-safe/online-safety/parental-controls/

Additional Inpormahon aboul Apple Sapet Fealures

€92 : iPhone Parental Controls Made Easy (Step by Step Guide) © 2
Watch later  Share

Parental Controls On

iPhones & iPads |

MORE VIDEOS

P o) 131/21:22 ° B & Youlube (.


https://youtu.be/Smyo1c0_TB4

Queshons?
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